
 

1 
 

Cyber Security - Information 
Security & Testing 

              

Strategic delivery: ☐ Setting standards ☐ Increasing and 

informing choice

☒ Demonstrating efficiency 

economy and value 

Details:  

Meeting AGC 

Agenda item 11 

Paper number  [AGC (07/12/2016) 519 DM] 

Meeting date 07 December 2016 

Author David Moysen, Head of IT 

Output:  

For information or 
decision? 

For information 

Recommendation The Committee is asked to note this report. 

Resource implications As outlined 

Implementation date Ongoing 

Communication(s) Ongoing 

Organisational risk ☐ Low ☐ Medium ☒ High 

Annexes    

Annex A  - Application 
Security assessment 

Annex B – IfQ security 
model 

 

 

2016-12-07 Audit and Governance Committee Meeting   Page 88 of 167



 

2 
 

1. Introduction and summary 
1.1. The purpose of this report is to provide the Committee with our approach to cyber security, further 

to its request following an oral presentation at its last meeting. 
 

2. Background 
2.1. The National Cyber Security Strategy 2016-2021 was published in November 2016 and noted the 

UK is critically dependent on the Internet. ‘However, it is inherently insecure and there will always 
be attempts to exploit weaknesses to launch cyber attacks. This threat cannot be eliminated 
completely, but the risk can be greatly reduced to a level that allows society to continue to 
prosper, and benefit from the huge opportunities that digital technology brings. 

2.2. Our systems have grown and developed over the years alongside the growth of cyber threat. We 
have put in place a range of mechanisms, and ways of providing assurance, that those 
mechanisms are effective, to guard against threat. 

2.3. At the last meeting of the Audit and Governance Committee an oral presentation set out the steps 
the HFEA is taking, as the IFQ programme moves from development to implementation, to ensure 
cyber security. This paper builds on that presentation and provides documentation supporting our 
assessment that, in developing our new systems within the Information for Quality Programme, 
our arrangements are as secure as possible. 

 

3. Standards 
3.1. There is a plethora of standards, assurance frameworks and expectations in place. The ‘10 Steps 

to Cyber Security’ are widely known and are recognised as an effective means of raising 
awareness of cyber threats within the leadership of organisations, and to enable a greater 
capability to safeguard their most important information assets, such as personal data, online 
services and intellectual property. The 10 Steps to Cyber Security features controls to reduce 
risks in the following areas: 

 Information Risk Management Regime;  
 Secure Configuration;  
 Network Security;  
 Managing User Privileges;  
 User Education and Awareness;  
 Incident Management;  
 Malware Prevention;  
 Monitoring;  
 Removable Media Controls;  
 Home and Mobile Working. 
 

3.2. The HFEA has a successful track record in ensuring its systems, over time, meet these important 
expectations. We have policies in place relating to information governance and security. 
Periodically, we have sought assurance by a range of means including review by internal audit 
and penetration testing (carried out by independent third party experts) and by the application of 
regular vulnerability assessments.  
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3.3. Equally the HFEA has devoted two years to a fundamental redesign of its information 
architecture. Principles relating to security considerations have been built in from inception. 

3.4. The IFQ team has adopted the principle of “Secure by Design”.  This is an approach, developed 
in conjunction with our retained security consultant working alongside us since the inception of the 
Programme, which has as its paradigm that software and systems are designed and implemented 
with security in mind from the ground up. 

3.5. The HFEA is developing an Assurance Plan leading to a full Risk Management and Accreditation 
Document Set for approval prior to the EDI replacement going live. This RMADS is being 
developed by an independent security consultant.  In effect, this document provides details about 
the system being developed and a full risk assessment.  The document will then go on to provide 
details of how risks are to be mitigated by the application of a Baseline Control Set and will need 
to be signed off by the Siro prior to the application going live.  Current CESG guidance suggests 
that the RMADS approach is often disproportionate in terms of the effort that is required and that 
the business should decide what level of risk management is suitable to its needs. However, 
given the sensitive nature of the data the HFEA feels that the creation of an RMADS is 
proportionate. 

 

4. Security progress to date 
4.1. The high level aims of the security objectives are set out here, and ensure the: 

i. Confidentiality, integrity and availability of the sensitive data held in the solution  

ii. Confidentiality, integrity and availability of all data and systems in all environments hosting 
the systems. (This includes stages of development, testing, pre-production and 
production).  

iii. Solution adheres to relevant legislation and regulatory standards  

iv. Solution (and any infrastructure changes required for it) do not have any effect on the 
operations of the core corporate systems. 

v. Reputation of the organisation is not damaged by any activities surrounding the 
implementation and operation of the new systems. 

4.2. A set of technical security model documents have been produced as part of the Programme – 
principally for use by the various internal and external development teams to ensure integrity with 
the model and to provide background briefing information to independent assessors, contracted to 
provide external assurance. 

4.3. Appendix A contains the IfQ security model and high level security and architecture solutions for 
the HFEA Clinic Portal and the Release 2 data submission (EDI) replacement systems. Whilst 
these are dense and technical in nature given the audience they are intended for they are a 
demonstration that the architecture is being developed with security at its core, and are annexed 
as information.  

4.4. Nevertheless, what is more important is that there is a programme of independent assessment for 
vulnerabilities in place, providing assurance to the SIRO, Authority and the Audit and Governance 
Committee.  
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4.5. Members are aware there are three main components of the Programme – the HFEA website; the 
HFEA Clinic Portal; and ‘Release 2’ of the Clinic Portal – the ability for clinics to submit treatment 
information to the HFEA. (A separate agenda item updates the Committee on progress with the 
IfQ Programme more generally). In terms of security, the website is lowest risk; increasing with 
the Portal (as there is more two-way interaction) and reaches its peak with Release 2. Currently, 
the system threat is limited as there is a direct link between clinics and the HFEA. The new 
system is browser based and therefore the ‘attack surface’ is greatly increased.   

4.6. Our testing programme is established in two phases – firstly at Beta (broadly) and then prior to 
live release. The HFEA website and Clinic Portal have been independently assessed for 
vulnerabilities at the Beta stage, with the recommendations made in the report addressed. It 
reported: 

4.7. “In general, the security of the application components reviewed was high, as the applications are 
employing some of the latest technologies from Microsoft they are following good security 
practices in the main when it comes to the application code with no apparent weaknesses that are 
covered by the OWASP Top 10, such as Cross Site-Scripting and Injection attacks being handled 
by the .NET platform security features. The application is employing security features of the 
platform to provide protection as a 

4.8. result when testing many types of attack are being defended by these features as a result it is not 
possible to fully assess the underlying code for weaknesses should the platform protect fail or be 
removed.” 

4.9. The full report produced by Reaper Technologies is at annex B. 

4.10. We have now engaged a CESG Check approved consultancy who will be performing end to end 
vulnerability assessment of the HFEA website, Clinic Portal and Release 2 in addition to 
penetration testing of the HFEA’s perimeter network as each aspect of the Programme goes live. 
The IfQ Programme Board receives these reports, and further updates will be provided to the 
Audit and Governance Committee as part of the update reports by the Director of Compliance and 
Information. 

5. Recommendation:  
5.1. The Audit and Governance Committee is asked to: 

 Note this report 

 

6. Annexes: 
 Annex A  - Application Security assessment 
 Annex B – IfQ security model 
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APPLICATION	SECURITY	ASSESSMENT	
FOR	

HUMAN	FERTILISATION	AND	EMBRYOLOGY	AUTHORITY	
Security	Assessment	Summary	

28	May	2016	
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Client	Information	
Company	Name:	 Human	Fertilisation	and	Embryology	Authority	
City:	 10	Spring	Gardens		

London		
SW1A	2BU	

URL:	 http://www.hfea.gov.uk	 	 	 	 	
	
Client	Contact	Information	
Contact	Name:	 David	Moysen	
Title:	 Head	of	IT	
E-mail:	 David.Moysen@hfea.gov.uk	
	
	
	
Consultant	Information	
Company	Name:		 Reaper	Technologies	Limited	
Contact	Name:	 Stephen	Kapp	
Telephone:	 +447770566687	
E-mail:	 skapp@reapertech.com	
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1.0 Business Risk Summary 
Overview	

A	security	review	was	conducted	of	the	new	HFEA	website,	portal	and	supporting	API.	The	review	looked	at	assessing	the	
services	against	the	OWASP	Top	10	to	determine	if	any	security	issues	were	present.	The	following	is	a	summary	of	the	findings	
and	conclusions	and	recommendations	based	on	these	findings.	

The	security	review	was	conducted	between	the	10th	and	24th	May	(5	days)	and	looked	at	the	following	services:	

• ifq-website.azurenetworks.net	
• ifq-portal.azurenetworks.net	
• ifqclouddevwebapi.azurewebsites.net	
	

General	

In	general,	the	security	of	the	reviewed	applications	was	good,	the	website	and	portal	leverage	the	Umbraco	CMS	platform	to	
provide	the	frontend	elements,	with	extensions	implemented	to	provide	specific	features	for	the	HFEA.	The	Umbraco	CMS	
platform	is	a	web	supported	.NET	based	CMS	and	HFEA	appear	to	be	running	the	latest	release.	The	entire	frontend	is	hosted	on	
Microsoft	Azure	and	uses	various	elements	of	the	Azure	platform	to	provide	services	for	the	application,	for	example	
authentication	is	provided	through	integration	with	the	authentication	services	provided	by	the	Azure	platform.	

During	the	course	of	the	assessment	each	of	the	areas	was	tested	for	common	security	vulnerabilities	including	those	outlined	in	
the	OWASP	Top	10	the	review	did	not	identify	any	significant	issues,	however	there	are	some	areas	of	concern	as	detailed	as	
follows.	

Communications	Security	

The	first	area	of	concern	was	the	security	of	the	communications	with	the	HFEA	systems,	neither	the	website	or	the	portal	
required	the	use	of	TLS	to	provide	transport	security	to	the	application.	As	a	result	authentication	information	for	the	portal	and	
authentication	information	for	the	management	of	the	Umbraco	CMS	is	not	protected	as	it	is	transmitted	over	the	Internet.	

As	a	result,	the	lack	of	transport	security	means	that	features	such	as	Strict	Transport	Security	and	protection	mechanisms	for	
preventing	eavesdropping	of	session	cookies	are	not	present.	

The	backend	API	however	was	protected	by	HTTPS;	this	was	using	the	default	SSL	termination	for	the	azurewebsites.net	domain.	

It	is	recommended	that	all	externally	visible	components	of	the	application	are	secured	by	using	HTTPS	to	ensure	that	all	
information	is	protected	while	in	transit,	with	requests	to	the	HTTP	version	of	the	applications	redirected	to	the	secured	
versions.	Additionally,	once	this	has	been	implemented	implement	Strict	Transport	Security	and	options	on	session	cookies	to	
further	secure	the	information	transmitted.	

Information	Leakage	through	Error	Messages	

During	the	course	of	the	security	assessment	a	number	of	error	messages	where	recorded	that	leaked	potentially	useful	
information	regarding	the	environment	the	application	runs	within.	The	error	messages	in	themselves	did	not	leak	anything	
sensitive	in	terms	of	the	data	handled	by	the	applications,	however	they	did	leak	system	information	for	example	one	error	
message	leaked	the	path	information	for	the	application	on	the	server	and	detailed	call	stack	information.	This	type	of	
information	is	useful	for	an	attacker,	it	can	provide	them	useful	insight	into	the	application,	providing	the	attacker	with	a	
location	for	files	on	the	system	as	well	as	being	able	to	deduce	the	version	of	the	Umbraco	CMS	in	use.	

Information	like	this	can	be	used	to	improve	the	success	of	other	attacks	or	provide	enticement	information	for	areas	to	exploit.	
As	a	result	it	is	highly	recommended	that	custom	error	handling	is	implemented	to	capture	errors,	log	the	specifics	of	the	errors	
to	a	log	file	for	investigation	and	return	a	basic	minimal	error	response	to	the	application	user.	

Umbraco	CMS	Configuration	

There	is	an	concern	within	the	Umbraco	CMS	environment,	some	default	content	appeared	exist	without	having	been	removed	
or	default	configuration	changed.	This	doesn't	follow	best	practice	as	recommended	by	the	Umbraco	maintainers.	It	could	be	
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indicative	of	other	elements	of	the	Umbraco	code	that	may	not	have	been	properly	configured	to	remove	default	settings	or	
features.	

It	is	recommended	that	the	Umbraco	installation	'hardening'	be	completed.	Ensure	that	default	configurations	have	been	
customised	and	unused	features	are	disabled	or	removed	from	the	environment.	

Conclusions	and	Recommendations	

In	general,	the	security	of	the	application	components	reviewed	was	high,	as	the	applications	are	employing	some	of	the	latest	
technologies	from	Microsoft	they	are	following	good	security	practices	in	the	main	when	it	comes	to	the	application	code	with	
no	apparent	weaknesses	that	are	covered	by	the	OWASP	Top	10,	such	as	Cross	Site-Scripting	and	Injection	attacks	being	handled	
by	the	.NET	platform	security	features.	The	application	is	employing	security	features	of	the	platform	to	provide	protection	as	a	
result	when	testing	many	types	of	attack	are	being	defended	by	these	features	as	a	result	it	is	not	possible	to	fully	assess	the	
underlying	code	for	weaknesses	should	the	platform	protect	fail	or	be	removed.	

It	is	recommended	that	the	application	code	undergo	a	security	review	to	provide	insight	into	the	security	of	the	application	
code	at	a	deeper	level.	This	would	be	in	the	form	of	a	source	code	review	and	it	is	also	recommended	that	as	part	of	the	build	
and	deployment	process	a	static	code	analysis	step	be	introduced	to	provide	insight	into	code	issues	as	the	application	is	being	
developed	with	any	identified	problems	being	fed	back	into	the	development	teams	to	be	addressed	earlier	in	the	development	
process.	

As	the	application	development	progresses	with	the	next	phases	where	patient	data	being	handled	it	is	more	important	that	the	
security	of	the	application	code	is	reviewed	in	more	depth.	Any	source	code	review	would	look	for	the	common	security	
weaknesses,	static	analysis	tools	will	help	identify	these,	however	another	area	that	would	be	reviewed	by	a	manual	review	
would	be	the	logic	behind	the	scenes	to	assess	if	there	are	any	issues	being	introduced.	

Additionally,	to	help	going	forward	with	the	identification	of	potential	areas	of	concern	and	to	guide	remediation	and	
development	of	security	controls	and	features	I	would	recommend	that	the	next	phase	of	development	have	a	Threat	Modelling	
exercise	performed.	This	threat	model	would	then	be	used	to	guide	the	future	design	and	implementation	to	ensure	that	later	
phases	of	development	address	security	risks.	
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2.0 Technical Summary 

2.1 Test Area Summary 
	

The	following	is	a	summary	of	the	posture	of	the	applications	reviewed	as	part	of	this	assessment.		

Vulnerability Area Brief Description N
/A
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Configuration 
How secure the configuration of the 
application is.  ␣ 	 	

Authentication 
Are there any specific issues regarding 
the authentication of users.  ␣ 	 	

Session Management and 
Authorisation 

How well the application handles the 
authorisation and keeps the session 
secure.  ␣ 	 	

Encryption 
Is there any encryption in place in the 
application and how well it is configured.  ␣	 	

Data Validation 
How well the application handles 
sensitive user input.  ␣ 	 	

Error Handling 
How the application reacts when an error 
occurs  ␣	 	

 

2.2 Test Findings 
	

The	assessment	findings	are	included	in	the	accompanying	spreadsheet.		
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3.0 Risk Rating 
This	report	harnesses	the	power	of	CVSS	v3,	the	latest	industry	standard	for	vulnerability	scoring,	it	combines	this	
with	the	simplicity	of	colour	coding.	This	enables	access	to	this	report	by	all	levels	of	management.	

CVSS v3 Explanation 
CVSS	(currently	version	3)	is	the	Common	Vulnerability	Scoring	System.	This	is	a	vendor	independent	way	of	scoring	
vulnerabilities	in	a	more	granular	way	than	just	being	assigned	as	a	critical,	high,	medium,	low	or	no	(informational)	
risk.	

This	system	takes	a	variety	of	factors	(known	as	metrics)	into	account	such	as	the	level	of	complexity	required	to	
reach	the	affected	system,	whether	or	not	exploit	code	exists,	the	impact	successful	exploitation	of	the	issue	would	
have	on	the	business	and	the	type	of	area	of	concern	(availability,	confidentiality	and	integrity).	

By	applying	these	factors	to	each	unique	vulnerability,	a	score	from	0	to	10	calculated	and	assigned.	

Reaper	Technologies	assigns	high,	medium	or	low	to	each	vulnerability	based	on	the	following	criteria	as	defined	by	
the	CVSS	v3	standard:	

Critical:		 Any	issue	with	a	CVSS	score	of	9.0	or	higher	

High:		 	 Any	issue	with	a	CVSS	score	of	7.0	or	higher	but	lower	than	9.0	

Medium:	 Any	issue	with	a	CVSS	score	of	4.0	or	higher	but	lower	than	7.0	

Low:	 	 Any	issue	with	a	CVSS	score	of	0.01	or	higher	but	lower	than	4.0	

Informational:	 Any	issue	with	a	CVSS	score	of	0.0	

This	assures	that	each	vulnerability	has	been	tailored	to	the	client,	as	each	vulnerability	affects	each	client	in	
different	ways.	

For	example,	an	SQL	injection	issue	affecting	a	public	facing	website	would	be	an	high	risk.	That	same	issue	on	an	
internal	host	with	adequate	firewall	configurations	could	be	classed	as	a	medium	risk.	A	high	risk	issue	on	a	low	
impact	server	may	carry	a	lower	CVSS	score	than	a	medium	risk	issue	on	a	critical	server.	

For	more	information	on	CVSS	please	refer	to	the	First.org	website	link	below:	http://www.first.org/cvss/	
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